SAMPLE INTERNET AND EMAIL POLICY
This policy applies to all staff and volunteers which are granted the use of the ……………………….. internet and email facilities. 

Emails fall under the scope of the Data Protection Act.  Under this legislation the email originator, all email recipients and any person named in the e-mail are entitled to view the information about them and if it is incorrect they are entitled to have it corrected. 

Home or personal use has a ‘domestic exemption’ from data protection law. However, ………………………… has no such exemption even for personal emails if they originate from the Project’s equipment. In addition, e-mails can constitute publication for the purpose of the law of libel.  

Additionally any information which individual users collect via the internet such as personal or financial details collected via internet forms or surveys, fall under the Data Protection Act.  

Privacy

The ……………………… reserves the right to access and disclose the contents of a user’s email messages, in accordance with its legal and audit obligations, and for legitimate operational reasons. 

Internet Policy 

Staff and volunteers involved in the …………………..must adhere to the following when using its facilities/equipment to connect to the Internet:

· Access to the Internet is provided for the Project’s purposes and must not be abused for personal use.
· Commercial use, which is not connected to or approved by the ……………………………, is strictly prohibited and will be dealt with in accordance with the Project’s disciplinary procedures.
· Individuals are expected to act ethically and responsibly in their use of the Internet and to comply with the relevant national legislation.
· Staff and volunteers must not use the ………………………. internet connection to scan or attack other individuals/devices/organisations.  
· Staff and volunteers are prohibited from accessing or downloading pornographic material or any other offensive material in the workplace on ………………………………. equipment and will be dealt with in accordance with the Project’s disciplinary procedures.
· The downloading or distribution of adult/child pornography constitutes illegal activity and gross misconduct and will be dealt with in accordance with the Projects disciplinary procedures.
Email Policy 

All staff and volunteers must adhere to the following when using email facilities:

· Staff and volunteers are expected to act ethically and responsibly in their use of e-mails and to comply with the relevant national legislation.

· Discrimination, victimisation or harassment via email on the nine grounds of gender, martial status, family status, sexual orientation, religion, age, disability, race and membership of the Traveller community is against Framework’s policy and will be dealt with in accordance with the Project’s disciplinary procedures.  
· Staff and volunteers must not bully, hassle, harass or sexually harass individuals via email.  Messages must not be sent that are likely to be considered abusive, offensive or inflammatory by the recipient/s.  The sending of such emails is prohibited and will be dealt with in accordance with the Project’s disciplinary procedures.
· Staff and volunteers should be aware that emails can easily be forwarded to other parties.  Individuals should be aware that anyone mentioned in an email could see it or hear about it or he/she may under data protection be entitled to see it. 

· Staff and volunteers must not create or forward advertisements, chain letters or unsolicited emails e.g. SPAM.
· The creation and/or forwarding of pornographic mail/images by email is prohibited and will be dealt with in accordance with the Project’s disciplinary procedures.
· Caution should be exercised when opening emails and attachments from unknown sources as they maybe infected with viruses.

· All equipment must have up to date anti-virus software installed and be operational on the computer they access their emails on. 

· All emails or attachments which are encrypted or compressed should be decrypted or decompressed and scanned for viruses by the recipient. 
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